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No .MOB-16/ OPN/-2010 Dated: - July 04, 2012

To

Chief General Managers,
All Telecom Circles / Telecom Districts.

Subject: Fraud instances reported in relation to re-charge vouchers.

: In order to prevent frauds / malpractices, a detailed procedure for handling secret codes (PINs) for physical
cash cards ( i.e. re-charge / top up, validity, conversion etc.) used in pre-paid GSM Wireless Services of BSNL had
been issued vide this office letter No. MOB-16/Operation-2008/45 dated 26.06.2009. The detailed procedure
issued, inter-alia, envisages the roles of various officials dealing with such procedures, various check points and
reconciliation proforma in detail. Responsibility of each of the concerned official involved has also been defined.
An entire set of proforma for reconciliation and verification purposes have also been standardized. The instructions

have been issued with a clear view and understanding that the field units should follow them in letter and spirit
without fail.

2. Subsequently, instructions on the related subject were also issued vide this office letter No. MOB-16/
Operation-2008/51 dated 07.012.2009, whereby the practice of burning secret codes into CDs was discontinued
and also e-PIN franchisees system were to be inte}grated with C-Top Up Server.

g It would not be out of place to mention that this office vide its letters dated 21.1.2010, 18.05.2010,
08.07.2011 has been continuously advising / directing field units for necessary compliance to this office letter of
even no. dated 26.06.2009. It is once again requested that the instructions issued by BSNL C.O. with regard to the
detection and prevention fraud / malpractices should be followed meticulously. Most importantly, the detailed
instructions aimed at checking the frauds/ malpractices in handling the secret codes for physical cash cards issued
vide this office letter no. MOB-16/Operations-2008/45 dated 20.06.2009 should be followed in lefter and spirit
without fail.

4. This issues with the approval of Director (CM), BSNL C.O. 'ﬁjh/

_—(Than §‘|*
AGM (VAS Tech)

Copy to :

(i) GM (RA) / GM (NWO-CM), BSNL C.O. New Delhi

(ii) Sr. GMs, Nodal Centres, Trichy, Kolkata and Pune for kind information and urgent necessary action
with regard to strict compliance of the aforesaid instructions.

(iii) Sr. GM Nodal Centre, Chandigarh - with reference to your office letter dated 18.6.2012 - He is directed
to comply the standing instructions on the subject, in letter and spirit, and in line with the other three
Zones.




